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RISK BUREAUGRAGY VS
RISK GULTURE

- KEY GHALLENGES AND SOLUTIONS FOR ERM

Workshop
Kuwait 5t ERM conference

22-24 January 2019



As mentioned this morning, it's a changing world and ERM needs to respond
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ERM has come far, but the corporate risk theater is a movie many have seen. We
need to move beyond it

VIDEO
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DEVELOPMENT OF ERM:

LET'S LOOK AT THESE VILLIANS INA
LITTLE MORE DETAIL



As mentioned this morning, we need to recognize and fight the villains in the corporate risk
theater

Captain Hook Darth Vader






We find that risk registers usually only have about 20% real risks

Issues

and
problems

[

... resulting in
duplication of work
and lack of focus on
risk management’s
raison d’étre
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And look more forward. The Risk Life Cycle

Emerging Foreseeable

Risk efforts needs to move
more focus towards the
emerging and foreseeable
risks to create value

The Life of a Risk

Problems

Around 80% of
risks identified in
organisations
are problems
rather than risks

Crisis

Re-active

Recovery
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ISSUE MANAGEMENT OFTEN
TAKES THE SPOTLIGHT FROM
RISK MANAGEMENT

NI



At the table, spend 5 minutes discussing:
How many risks are there in this list?

RISKS OR ISSUES?

—h

Delays in supply delivery will delay construction phase
Dependency on key resources

Lack of resources in project

Tight time schedule

Many stakeholders

New industry legislation expected in 2020

Lack of control in payment processes

No crisis management plans

I
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Three rules of thumb requirements of real risks

/\ o

—~ N— * e

What we don’t expect Between the cause and
the impact

Visible occurrence
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Articulating real risks helps the risk process in several ways

BETTER MITIGATION

CLEAR OWNERSHIP

ORGANIZATIONAL SUPPORT

FEWER RISK,
BETTER OVERVIEW

LESS DUPLICATION

SHARP ASSESSMENTS

NI



Discuss and inspire each other

... at the table (5 minutes):

“HOW GAN YOU ENSURE
ERM IS EVEN MORE
FOGUSED ON REAL RISKS2”

I



ONE SIZE
FITS ALL
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The heat map speaks risk language — not business language resulting in the risk function
spending too much time on consolidation and reporting...
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..which results in the primary “product” of ERM being REPORTS...

Reporting Discussions Decisions Action Impact

Common output in many Often missed
organizations:

“The Reporting Trap”

ERM need to be elevated and resourced
so it doesn’t get stuck in the reporting trap

I



ERM needs to re-align and tailor approaches to stakeholder needs by clustering it's work
along three buckets

1. 2. 3.
EMERGING RISKS PERSISTENT RISKS

Board and shareholders
Executive management

Line management

Existing risk process




One company has differentiated approaches to strategic, current and persistent risks and
covers both the ‘backbone’ and the ‘muscle’

STRATEGIC RISKS PERSISTENT RISKS

Top down reporting

' : Bottom-up reportin
E?rzlgn\i/:/;mmg and deep dives by ] i P f i J
g specialists ong term mitigation
N
Challenge strategic WI(:)?kC élggtilgﬁ%rri'ﬂsckal Capabilities,
assumptions d e(E,)i Sions awareness and culture
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BUREAUGRACY

CASE:
CAPEX IN THE ENERGY SECTOR
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NO CONTROL

BUREAUCRAGY

ﬂ

SKIN IN THE GAME

57
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PEOPLE
DOING
REPORTS /
PEOPLE
. READING
. REPORTS >

EXTERNAL
‘VALIDATION’
OF DESIRED

OUTCOME

.......

ORGANI-
ZATIONAL
HIERARCH

A LOT OF
POWER
POINTS

REVERSE
ENGINEERIN
G OF RATING

MODEL TO
FIT DESIRED

OUTCOME

ALOTOF
MEETINGS = LISTS

DIFFERENT °
INCENTIVES IN
PROCUREMEN

T AND ;
CONSTRUCTIO |
N TEAMS

HEAVY
DOCUMENTATI
ON
REQUIREMENT



BUREAUCRACY LEADS TO HIGH RISK EXPOSURE

OVER-COMPLEX
SOLUTIONS SUB-OPTIMIZATION

PPT nightmare by consultants © No flow in process
No impact understanding

LACK OF AGILITY

el

Leadership too far away

I



EXAMPLE OF BUREAUCRATIC ERM PROCESS

« 2-6 months lead time from input to
output

« Many revisions

ERM
COMMITTEE

ERM POST
OFFICE

« Low impact %

* No impact on decisions

* No new knowledge

I



EXAMPLES OF LACK OF SKIN-IN-THE-GAME

LEHMAN BROTHERS

I
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Discuss and inspire each other

... at the table (5 minutes):

“How can you limit areas
of bureaucratic
processes in your ERM2”

I



LEVERS TO DE-RISK BUREAUCRAGIES

AUTONOMY
\

RECRUITMENT &
BUSINESS CULTURE

ALIGNED SKIN-IN-THE-GAME

I@\

ACCOUNTABILITY

O
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IMPROVING RISK CULTURE
IN A SIMPLE WAY




IMPLEMENT

CONSULTING GROUP



Risk culture is complicated and ‘all over the place’

I

— a simplification is needed!

mm
Many attempts have been made by reputable Young \Watson

organizations to define the content of a risk culture Acknowledgement of risk
. {potential for over confidence,
— See table I‘Igh'[ level of challenge)
Communication (regular risk
reporting and escalation of risk v v v v
issues)
C fi d
p:;rll-‘noprﬁ:asscleu :n:I;agement J J { "
Some definitions are very wide, T Systems v
some more narrow and nObOdy Leadership (“tone from the top’) v v v v v
Seems to agree Relationships (between employees) f
Respect for risk {potential for v
gaming the system)

Responsiveness to risk (ability to “
react to risk issues)

Make it more simple —i.e. to focus on how people Risk competencies (of employees) v v
make decisions (conscious and unconsciously). Risk facilitation (status of risk
function and ability to support v v

business)

Focus on improving the behavior and thinking ‘in
and around’ the most important decision making e agement processes and v v
processes (DEMAP).

Risk ownership (clear
accountabilities) v v v

Structure of organisation

and governance v v v v




Start to focus on a selected number of key decisions

Most companies go through an annual wheel where decisions are made — most as planned and
some ad hoc.

Sample annual key decisions r—

To start - pick a few of the key decision processes, analyze how they work and especially
detect how elements of risk and uncertainty are dealt with.

Study the selected process from two angles:

» Risk attitude is the chosen position adopted by an individual or Ask
group towards risk, influenced by risk perception and pre-disposition

and

» Risk behaviour is the observable risk-related actions, including
risk-based decision-making, risk processes, risk communications etc. Observe

I
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It's a major challenge... inspiration from financial services

Important

‘All’ reports regarding the root cause of the
financial crisis (and other crisis for that
matter) point towards problems in the (risk)
culture of Financial Service Institutions
(FSI) — e.g. cultural issues around

Incentives and governance. Assessed conduct risk

: _ _ losses for EU banks
This phenomenon is not only linked to FS in the EBA’s *
Companies_ 2016 stress

* ) ¢
testss * *
. €71 .

*

__ Billion

* *
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Very few know how to solve the issue

Complicated

In some contrast to the magnitude of the challenge - very few know what and how to do something
about it!

Many attempt - with lots of well intended communication - have
been made with very limited effect - as illustrated by the average retention levels (%) below:

Lecture * 5%

: 0 Common
Reading * 10% ™ approach's
Audio Visual * 20%
Practice group * 75%
What works

better
Teach others * 90%

I



What does this mean for ERM? Develop team capabilities on multiple fronts

Risk Technical
Risk * The typical risk wheel (1D,
Technical assess,....)
* Analysis, quantification &
modelling

* Problem Solving & Design

I

Partnering

» Facilitation

* Interview skills

» Challenger & enabler
« Communication

Develop both soft and Thinking + Stakeholder management

hard skills e « Insurance * Relationship management
* Risk vs. issues * Etc

) _ * Risk techniques e.g. RCA,

Get in to the business . Etc

and work with them — . |

. . Business Leadership

'mprove their Busi Change management

rey- * Business acumen .

capabilities _ - 9¢ Manag
* Market and industry insights * People skills
« Strategy » Driving and influencing
o Eirgies performance

* Performance management
+ Etc

* Prioritization and decision
making

* Personal development
» Etc
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One example that makes it even harder is our incapacity to change existing habits — we
have to learn new and stronger ones to change...

IRM has suggested a 5 step water fall approach (see below).
The real life challenge lies in the Scope and Implementation!

The habit loop
wide scope

*» Look for hidden and sub cultures
» Use several techniques to surface all cultures Cultural Change requires a
sustained effort as the culture Routine

needs time to adapt new norms.

Evaluate the current risk culture

What is the impact of the current culture?

* What are its strengths and weaknesses?
# |5 this the right culture for our future?

How easily can we adapt this » 4
culture change approach to
international situations?

What would improve our risk culture?

» Are there regulatory or other external drivers
to consider?
* What changes do we have to make?

< Reward

Continuous review
This is where is essential

: Plan and implement our cultural change
not much

usually + What do we need in place to grow and sustain
happens’ our new risk culture?
+ What changes do we have to make?
Steps to change Monitor and adapt to changes Attack the habit loop directly to get new
your riSk cu Itu re * Are we achieving the outcomes we expect? hablts = replace an Old rOUtIne that IS
0 e peselto change nowinlaft ofeur associated with a particular cue and reward,

with a new routine.
Fig 5 Steps to change
your risk culture

Source: IRM
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How do we involve so many people in what to do?

*) see page 4

|deally it works best if we teach each other *— and that is our
recommendation - along with a couple of other options called
active change ingredients

Remember to use your prioritized DEMAP’s* as a way to work
one step at a time — mass communication has very limited effect
— s0 keep your focus on a few decision processes at a time —
and interact with the key stakeholders

See how we can use ‘active change ingredients’ on
the following pages...

I



First find the drivers and blockers of behavior...

Use the CMO?! model to find the drivers and blockers of the current and desired behavior

@ “| get it”

Capability

Psychological and
physical ability to
enact the behavior

“l can do it”
‘Physical ability’

Understand the
drivers and

Motivation

Psychological and
physical ability to
enact the behavior

“I like it”

‘Emotional acceptance’

blockers of the
current and
desired behavior

Opportunity

Physical and social
environment enable
the behavior

“I like you”

‘Relational trust’

“’m enabled”
‘System support’

HEED0D

1) CMO model: The Behavioral change wheel, Michie et al (2011), Implementation Science, own adoption

‘Cognitive understanding’

I



Capability
Psychologicaland
physical ability to
enact the behavior

Motivation

Psychological and
physical ability to

enact the behavior

Opportunity

Physical and social
environment enable
the behavior

Understand the
drivers and
blockers of the
current and
desired behavior

v

%%

HEDOD

“| get it”

‘Cognitive understanding’

“l can do it”
‘Physical ability’

“Ilike it”

‘Emotional acceptance’

“I like you”
‘Relational trust’

“'m enabled”
‘System support’

w

. and then apply the most effective ‘active ingredients’ for each individual or small groups

Active ingredients

Enhance
. Educate, train, feedback, learn others
. Enable by structuring, planning
. Enable by prompts, simplicity, convenience
Motivate
Communicate for positive feelings and trust
Develop confidence
Incentivize and role model
Facilitate
Restructure the social and physical environment

Build social support, routines and cues
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30 WHERE T0 START
AND WHERE T0 GO2




ERM needs to improve our organizations capabilities rather than just

develop reports.

Ad-hoc Capability approach
Usually more about Enable others and Decision
problems than risk Support

Reporting Trap
Death by heat maps

The ICG risk capability journey

Common Language
At least we all know risk

Go for the green arrow... ©

I
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Thank you

™ mavi@implement.d
k

(X)) Phone: +45 4138 0054

LinkedIn: Martin Vilsoe
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CHANGE WITH IMPACT.
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EXAMPLE:
FACILITATING EMERGING RISK
DISCUSSIONS



Example

UNITED NATIONS
SUSTAINABLE
DEVELOPMENT GOALS
(SDG):

RISK OR OPPORTUNITY? QW ‘.,




United Nations Sustainable Development Goals (SDGS)

NO GOOD HEALTH OUALITY GENDER CLEAN WATER
POVERTY AND WELLBEING E[]UCATI[IN EQUALITY AND SANITATION

|

DECENT WORK AND ! 1 0 REDUGED

ECONOMIC GROWTH INEQUA[ITIES

4-?

v

1 CLIMATE 1 LIFE 1 PEACE, JUSTICE 1 PARTNERSHIPS
ACTION BELOW WATER AND STRONG FOR THE GOALS
INSTITUTIONS

o SUSTAINABLE
z @ DEVELOPMENT
T G:ALS

Descriptions of the individual UNDP SDGs can be found here: http://www.undp.org/content/undp/en/home/sustainable-development-goals.html

I
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http://www.undp.org/content/undp/en/home/sustainable-development-goals.html
http://www.undp.org/content/undp/en/home/sustainable-development-goals.html
http://www.undp.org/content/undp/en/home/sustainable-development-goals.html
http://www.undp.org/content/undp/en/home/sustainable-development-goals.html
http://www.undp.org/content/undp/en/home/sustainable-development-goals.html




How Maersk Group did it......

« Aligned SDGs with their sustainability strategy from 2014.
* Mapped the SDGs to underlying business indicators.

 Understand and communicate which are most relevant to their business.

 |dentify where they could have an impact and responsibility to act.

1 R =

STRONG POTENTIAL FOR POSITIVE IMPACT AT SCALE

Maersk and the SDGs

DEGENT WORK AND

1!!11“!

N:h

1 Yo 2 W 4 ici 10

POTENTIAL DIRECT / INDIRECT POSITIVE IMPACT]

HIJIJ HEALTH GENDER H.Elllﬂtl 14 LIFE BELOW
.Illﬂm BEING Eﬂl.ll.l]'l"l' I.III.II'[II'I

RESPONSIBILITY TOMITIGATE POTENTIAL NEGATIVE IMPACT

I

49



I

50



1 RESPONSIBLE
CONSUMPTION
ANDPRODUCTION

QO

Goal 12 Targets:

1. Implement the 10-year framework of programmes on sustainable consumgption and
production

2. Achieve the sustainable management and efficient use of natural-resources

3. Halve per capita global food waste at the retail and consumer levels, and reduce foad losses
along production and supply chains

4. Achieve environmentally sound management of chemicals and all wastes throughout their
life cycle

5. Substantially reduce waste generation

6. Encourage companies to adopt sustainable practices and to integrate sustainability
information into their reporting cycle

7. Promote public procurement practices that are sustainable

8. Ensure that people have the relevant information and awareness for sustainable
development and lifestyles in harmony with nature

9. Support developing countries to strengthen their capacity for more sustainable patterns of
consumption and,production

10.Develop and implement tools to monitor sustainable development impacts for sustainable
tourism that creates jobs and promotes local culture and products

11.Rationalize inefficient fossil-fuel subsidies that encourage wasteful consumption to reflect
their environmental impacts and in a manner that protects the poor and affected
communities




Example workshop at your company:

If a majority of the players in your industry (and some from
outside coming in) decide to actively take action to pursue
this SDG goal, your industry landscape and business
environment will change drastically.

« What are the risks to our business model?

* What opportunity do we have to make sure we are
ahead of the curve when the risk materializes?

I



